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About this guide

This guide tells you how NetFort LANGuardian works, and explains
how to install, configuemnd use the software.

Intended audience

This guide is intended for anyone who wants to install or use NetFort
LANGuardiand typically, network engineers, system administrators, IT
managers, human resource managers, and compliance officers.

What 0s guide?t hi s
This guide contains the following information:

A Chapter 1 explains how LANGuardian works and describes the
deployment options.

A Chapter 2 describekow to install and configure LANGuardian.

A Chapter 3 describes how toonfigure your network switch tenable
LANGuardian to capture traffic from it.

A Chapter 4 describes how to use LANGuardian to monitmd
troubleshootyour network.

A Chapter 5 describes how to use the LANGuardian REST API.

A Chapter 6 describes how to integrate LANGuardian with other
network monitoring tools such as Solarwinds and Splunk.

Document conventions

This guide uses the following conventions:

A LANGuardian menu items and user interface commands are shown in
bold font.

A Commands you enter on screen are showmienospace font.
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Additiona | information and resources

The following additional information and resources are available:
A NetFort Technologies website:

www.nhetforttechnologies.com

A NetFort Technologies forum:
forum.netforttechnologes.com
NetFort Technologies support:

support@netforttechnologies.com



http://www.netforttechnologies.com/
mailto:support@netforttechnologies.com
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Welcome to LANGuardian

NetFort LANGuardian is software that monitors and reports on
network activity. Its browdearseduser interface gives you a

uni gue | evel of visibility into e
network, including user logons, bandwidth usage, Internet access,
file share and database operations, and security threats.

LANguardian overview

1 2 3 4
Capture [ Analyze —> Store - Report
network data using DPI in database via browser

NetFort LANGuardian gives you a detailed viewtbé activity on your
network. It captures a copy of data packets flowing through those ports
and stores thedetails h a secure standalone databaseidés advanced

deep packet inspection (DPI) techniques to analysedtita packets and
generate detailed information about the source, destination, protocol, and
contentsof each packetBecause LANGuardian stores its information in a
database, you can view details of historical as well aginralLAN

activity.

LANGuardian has a bowserbased user interface made up of dashboards
that you can customize to organize, present, and prioritize the network
activity data that is of interest to you. From the dashboards you can drill
down to more detailed information about individuservers, clients, files,
databases, users, websites, and so on.
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LANGuardian iseasyto deployon your network.lIt is available as a
standalone system and as a VMware virtual applidgnsglling the
softwareusuallytakes less than 15 minuteBo conplete the installation
and begin capturing traffic data, you connect LANGuardian to your
network switch and configure port mirroring on the ports whose traffic
you want to monitor.

Port monitoring

Most network core switches have the ability to copy netdraffic from one port on the switch to another.
This feature, which is callggbrt monitoring or port mirroring, enabled ANGuardianto capture traffic data
for analysis.

Configuring a monitoring port on your switch involves the following steps:
A Identfy an unused switch port to designate as a monitoring portitfANGuardian
A Identify the switch ports you want to monitor (these are often called source ports).

A Configure the switch to associate the source ports with the monitoring port.

The switch willsend a copy to the monitoring port of all data flowing through the source pa#gNGuardian
captures the data from the monitoring port for analysis. The actual data itself is not affected and there is n
performance impact.

Port monitoring is given défent names by different switch vendors:

A OnaCisco Systems switch, port monitoring is called Switched Port Analyzer (SPAN). You will often
references in the documentation to a SPAN port.

A 0n 3Com switches, it is called a Roving Analysis Port (RAP).

A The documentation for HP switches uses the term trunk monitoring.

see

Architecture

LANGuardian uses advanced Deep Packet Inspection techniques to analyze

the data packets flowing through the core switch on your network.

LANGuardian creates and maintains a @atse of traffic information that
gives you access to historical as well as-tisaé network activity data.
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Historical data is indispensable for network forensics, and for identifying
network issues and trends that cannot be identified usingtieed data
alone.

The diagram below shows the LANGuardian system architecture.
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Monitoring
port

Traffic collection engine

Management port

The management port on the LANGuardian system enables network
administrators to establish a browser connection so that they can view the
traffic data captured and sted by system.

Browserbased user interface

LANGuardian has a browsdrased user interface with a customizable
dashboard and drillown capability to whatever level of detail you need.
All modern browsers are supported.

Email

You can configure any LANGuaaah report to send you an enail alert
immedately when certain conditions are met (for example, when a user
accesses a specified website or file share).

CSV and HTML reports

You can generate CSV (for importing into Microsoft Excel and other
spreadsheet ggications) and PDF versions of all LANGuardian reports.
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Reporting engine

The LANGuardian reporting engine uses the information in the traffic
database to generate interactive web pagesia@l alerts, CSV files and
PDF reports.

Traffic database

LANGuardian stores a historical record of traffic data in a secure,
hardened, and highly optimized databddee database is a proprietary
system specifically designed for very fast storage and retrieval of large
amounts of flow and alert data that is organized tm@e-ordered fashion.

The database capacity is limited only by the amount of storage space
available, while the storage used per day is determined by the amount of
traffic on your network. Because the database is independent of system log
files, you can se it to demonstrate compliance with the segregation of
duties requirements of internal and external auditors.

Deep packet inspection

LANGuardian uses Deep Packet Inspection techniques to inspect the
contents (payload) of data packets in addition to theked header,

enabling it to identify threats that cannot be identified using standard
networking components alone. LANGuardian implements DPI at full wire
speed and does not slow down the network.

The LANGuardian DPI engirteas two components, traffic ayals and
intrusion detection, which analyzbe network traffic in parallel:

A Traffic analysis

The traffic analysis engiigentifies traffic flows in two ways:

71 The 5tuple thatuniquelyidentifies the TCRP connectiond
sourcelP addresssource port,, destinationlP addressdestination
port, andprotocol (TCP or UDP)

71 The source and destination hardware addressas, the IP
protocol used(IPv4 or IPv6).

It also extracts other details from the traffic flows, for example:
7 Local services in use on theetwork
7 Operating system information

The traffic analysis engiaggregates all of this information into its own
proprietary internal flow representation, which it stores in the
LANGuardian database.

A Intrusion detection

The intrusion detection systerfiDS is based on Smt, an opensource
network intrusion prevention system that performs ret@the traffic
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analysis on IP networks. It can perform protocol analysis, content
searching/matching, and can be used to detect a variety of attacks and
probes, such sbuffer overflows, stealth port scans, CGI attacks, SMB
probes,andOS fingerpinting attempts.

The IDS is configured with over 1600 signatures that include DPI for
HTTP, RPC, and Telnet protocol§he signatures cover the events that
typically occur on anetwork, for example:

7 File accesses

7 Database operations
1 Email activity

71 Web access

The IDS signatureare continually updated and you can choose to
apply the updates manually or automatically. You can also define your
own signatures

When the IDS detectan eventthat matches a signaturé stores the
details in the LANGuardian databasecluding the source and
destination IP addressédbg rule that triggered the event, arelent
specifiadnformation

Combined, the information stored in the databasetbg traffic analysis
engine and the IDS provide a detailed snapshot of network actwitly
efficient storage and no performance impact.

Traffic collection engine

The traffic collection engine collects network activity data from the
monitoring port onyour core switch and prepares it for deep packet
inspection (DPI) and subsequent storage in the LANGuardian traffic
database.

Monitoring port

When monitoring a physical network, the monitoring (SPAN) port on the
LANGuardian system connects to the monitogiport on the core switch.
When monitoring a virtual network, the monitoring port connects to a
virtual switch, which must be operating in promiscuous mode. The
network traffic seen by the monitoring port is collected by the
LANGuardian traffic collectioengine.

Optional modules

The core LANGuardian product monitors and reports on traffic flowing
through your network. A number of optional modules are available that
provide more detailed information on specific types of network activity.
The diagram belowlows the optional modules.

10
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Directory services integration

With the optional module for directory services integration, you can
generate reports that include user names and other details derived from
your corporate directory. You can also configure thgstem to ignore
specific accounts such as those that are used to downloadvans

updates and operating system patches.

LANGuardian supports Microsoft Active Directory, Novell eDirectory,
and the industry standard LDAP format.

SQL Server Database Monito

This module monitors and records every access to your SQL Server
databases, helping you to protect sensitive business data, secure your
database infrastructure, detect fraudulent activity, and more easily meet
your audit and compliance obligations.

Windows File Share Monitor

This module monitors and records every access to your Windows file
shares, recording details of user name, client application, server name,
event type, file name, and data volume.

Email Monitor

This module decodes, extracts, and sterthe headers of incoming (POP3)
and outgoing (SMTP) mail messages, allowing you to search by sender,
recipient and subject, along with more detailed information such as
timestamps and the IP addresses of sender and recipient.

11
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Web Browser Monitor

This modile uses Deep Packet Inspection (DPI) technology to detect web
browser type and version number by decoding the Usgent string in

every flow of HTTP traffic. With the Web Browser Monitor, you can
identify all applications that download data over HTTBnglwith the

users and systems involved. You can also detect the use of unsupported
browsers and prohibited devices on the network.

Bandwidth Quota Monitor

This module defines and monitors bandwidth quotas for users or groups of
users on a network. You caconfigure warning emails and automatic
actions to notify users are quota limits are approached or exceeded.

Deployment options

You can deploy LANGuardian as a VMware virtual appliance or install it on
a dedicated physical PC or server. It is a standakwofgvare system that
requires no operating system licenses.

When installed on a dedicated physical PC or server, LANGuardian runs
on industry standard hardware. The only special requirement is that the
PC or server must have two NICs (network interfacards)d one to

collect the traffic data, and one to provide access to the LANGuardian
user interface.

When deployed as a virtual appliance, LANGuardian can monitor internal
virtual and physical network traffic. To monitor virtual network traffic, the
virtual switch you are monitoring must be configured to operate in
promiscuous mode. To monitor physical network traffic with a
LANGuardian virtual appliance, you need a dedicated virtual switch that is
associated with its own NIC.

Monitoring a physical netwo rk

The diagram below shows LANGuardian in a typical network setup
consisting of PCs, laptops, servers, a core switch, and a firewalled Internet
connection. LANGuardian is installed on a standalone server that is
connected directly to the core switch.

12
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Core switch port assignment:

Intemet via Firewall

ewerrrrresww :‘.I

User LAN

File server

Database server

Application server

Intranet server

Monitoring port

Internet

¢ Core switch

q Firewall
Monitoring
\\
S port
e
¢ NIC card 1:
3 Monitoring port
I S
File server: j r::::;"’t P
L ? uardian
Database server l |
Application server -
|
Intranet server NIC card 2:

Management port

In this network, the core switch port assignments are as follows:

Port number Description

4 User LAN

5 File server

6 SQL Server database server
7 Application server

8 Intranet server

10 Unused port

12 Monitoring (SPAN) port

To monitor this network, the following steps are necessary:
1. On your network switch:
a. Configureport 12 as a monitoring port.

b. Configureports 4, 5, 6, 7, 8, and theuplink port as the source
ports to be monitored.

2. Connect a network cable from the monitoring podn the switch
(port 12) to one of the network interface cards on the LANGuardian
server.

13
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3. Connect a network cable from an unused port on the swi{glort
10) to the other network interface card on the LANGuardian server.

4. Use the LANGuardian user interface tidd a sensor (see XXX for
details).

Monitoring a virtual network

LANGuardian works on the same principle in virtual networks as in
physical networks. A VMware ESX environment incorporates a virtual
network switch, which is the virtual equivalent of there switch in a
physical network. The virtual network switch suppogsomiscuous

mode, a setting that enables virtual adapters to see all traffic flowing
through the switch and essentially providing the same functionality as a
SPAN or monitoring port ora physical network. This makes it possible for
the LANGuardian virtual appliance to monitor and report on all network
traffic flowing through the virtual network.

The illustration below shows a typical virtual network setup consisting of
file, applicationand database servers connected to a virtual switch. When
connected to the same virtual switch as the servers, the LANGuardian
virtual appliance can monitor all network activity on the servers.

VMware ESX Server

Virtual machine Virtual machine Virtual machine Virtual machine Virtual machine
File Database Application Intranet NetFort
server server server server LANGuardian

Virtual Virtual Virtual

NIC NIC NIC
Virtual

NIC

Virtual switch

In this network, LANGuardian is installed on a virtual\sarthat is
connected to a virtual switch. When the switch is configured in
promiscuous mode, LANGuardian can capture all traffic flowing through
the switch.

Monitoring physical network traffic witha ~ LANGuardian

virtual appliance

As well as monitoring tffic on your virtual network, a LANGuardian
virtual appliance can monitor network traffic on your physical network. In
this configuration, you must configure an additional sensor in the
LANGuardian user interface and connect this sensor to a separateavirt

14
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switch, which in turn must be connected to the physical network. The
diagram below illustrates this configuration.

VMware ESX Server

Virtual machine Virtual machine Virtual machine Virtual machine Virtual machine

NetFort
LANGuardian

File Database Application Intranet
server server server server

Virtual
NIC

Virtual switch 1 Virtual switch 2
1 1

~Physical Physical
NIC NIC

Internet

Firewall

File server™
Database server
Application server™

Intranet server™

Monitoring virtual network traffic with a physical
LANGuardian device
LANGuardian can give you a single point of access to trafbenivation for your

combinedphysical and virtual environmefithe diagram below shows this
configuration.

15
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VMware ESX Server

Virtual machine Virtual machine Virtual machine Virtual machine Virtual machine

—
File Database Application Intranet NetFort
server server server server LANGuardian

; Virtual

NIC

Virtual switch 1
I

~ Physical
NIC

Internet

Firewall

NetFort
LANGuardian

NIC card 2:

File server Management port

Database server

Application server NIC card 1:

Monitoring port

Intranet server

A LANGuardian virtual appliance in the VMware ESX environment
captures data from the virtual network switch.

The VMware ESX server is conried to the core switch on the physical
network, and the port to which it is connected is a monitored port.

® A LANGuardian device on the physical network, which is connected tc
the monitoring port, can then capture and store the traffic data from th
virtual network.

Monitoring large -scale enterprise networks with

LANGuardian

You can deploy LANGuardian on any size of network, from a local office
to a global enterprise network. In large networks that contain multiple
core switches, you must deploy a LAN@&ulian instance for each core
switch. You designate one instance asaster and each of thether
instances as slave. The slave instances do not have a traffic database or
user interface; instead, the traffic collection engine sends the traffic data it

16
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captures to the master instance, and the data is accessible through the user
interface of the master instance.

Diagram needed here.

Sensors

During installation, you connect one of the NICs on thANGuardian
system to the monitoring port on your network’s core switch. The
LANGuardiansoftware atomatically creates a sensor to associate that
NIC with the software.LANGuardianinstantly begins capturing network
traffic and you can view the results in your web browser.

There are some situations where you might want to create mtran one
sensor inLANGuardian For example, you might want to monitor your
internal and external network traffic separately. In these situations, you
need a monitoring port on your switch for each sensor and a
corresponding NIC on yout ANGuardian systa. For example, if you
have three sensors, you would need three monitoring ports on your
switch and four NICs on yout ANGuardiansystemd one for each of the
sensors, and one to deliver the browsbased user interface).

Diagram needed here.

17
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Install ing and confi guring
LANGuardian

You can install LANGuardian on a PC connected to a physical
network, or you can install it as éualrmachine in a virtual
environment.

Preparing for installation

To install LANGuardian on a P@pwnload the ISO imagand burn i onto
a CD. LANGuardian has its own operating system, so you must use a
dedicated PC. The PC must have two NICs (network interface cadds)
one to collect the traffic data, and one to provide access to the
LANGuardian user interface.

To install LANGuardian i VMware ESX virtual environment, download
and deploy the preonfigured virtual appliance. You can install
LANGuardian in other virtual environments by downloading the ISO image
and using it to create a virtual machine.

System requirements
When installingon a dedicated PC or server:

A 2 GHz or faster CPU

A Atleast 2 GB RAM

A At least 40 GB disk space for the traffic database

A Two network cards

The VMware virtual appliance has the following initial settings:
A 1CPU

A 800 MB RAM

A 16 GB diskspace

You can change thesettings after installation.

18
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The LANGuardian VMware appliance requires VMware ESX server.
VMware ESXi is not supported.

The LANGuardiandentity module requires access to an Active Directory
installation on one of the following operating systems:

A Windows 2000 Server
A Windows Server 2003
A Windows Server 2003 R2
A Windows Server 2008
A Windows Server 2008 R2

The SQL Server Database Monitor module supports the following SQL
Server versions:

A SQL Server 7.5

A SQL Server 2000
A SQL Server 2005
A SQL Server 2008

A SQL Server Q08 R2

Network requirements

During the installation, you will configure LANGuardian to join your
network. You must use a fixed IP address. Please make sure you have
obtained a valid address and subnet mask, and know the address of the
default gateway, beffe starting the installation.

Storage requirements

There are no specific storage requirements for LANGuardian because it
uses whatever locally attached storage is available Té.larger the disk,
the more traffic data you can stor&he amount of stoage you needor
your network trafficdepend on factorssuch aghe overalltraffic volume,
the types of traffic and events you want to monitor, thember of
sensorsard the amount of historical data you want taave available
online

A storage example

A recent examination of a university site where LANGuardian is deployed shows that a 150 GB disk can store
11 weeksdé6 worth of traffic and event data for a user

implies thata 1 TB diskcouldstr e over 70 weeksd worth of data. But rer

19



An ISO image is a single
file that contains the
entire contents of a CD.
You an recreate the
CD from the file by
Oburningdé t
onto ablankCD using
software such as
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After you have installed LANGuardian and run it for a few days, you will be
able to accurately estimate the amount of storage you will need.

LANGuardian has comprehensive baclkaml archiving capabilities to

ensure that you never lose any of your historical traffic data. See Chapter
XXX for details.

License management
TBD.

Installing on a dedicated machine

Warning!

If you are installing LANGuardian on an existing PC or seregge note
that the existing operating system and all data will be irrevocably erase

d.

Installing LANGuardian from the ISO image is a-{past process:

1. First, you install the base operating system using the LANGuardian
Setup Utility. In this part of the stallation, you configure the hard disk
on which LANGuardian will be installed, and you specify some network

settings so that LANGuardian camstall itself angbin your network.

Then, you access LANGuardian via a web browser and you run the
ConfigurationWizard to complete the installation.

Follow these steps to instdlANGuardianfrom the ISO image:
1. Burn the ISO image onto @D.
2! "gett the disc in théPC or server.

3. Boot the machine from the CD (you may need to modify the BIOS to
enable booting from CD)

4. Complete the LANGuardian Setup process

Running the LANGuardian Setup utility

The LANGuardian Setup utility runs when you boot the LANGuardian CD.
There are six seps.After you complete these steps, tHeANGuardian
machine will be available on yougtwork. You can then access the user
interfacewith aweb browser to complete the configuration process.
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LANGuardian 8.6 Setup

Copyright © 2011 NetF ort Technologies Limited. All rights reserved.
Welcome to the setup utility for LANGuardian 8.6.

This utility will guide you through the LANGuardian installation process. The
installation takes less than five minutes.

dommmmmmmmmmmmemmemeceeeeeee e +
| PLEASE NOTE: |

| This installation will overwrite any data or operating |
| system that exists on the selected hard disk. |

+ +

Type YES to continue with the installation. Type NO to quit the setup program
without installing LANGuardian.

Do you want to conti nue with the installation [NO]?

Enter YES to continue with the installation.

LANGuardian 8.6 Setup

Step 1 of 6: Select the installation disk

The following list shows the existing disks on this computer.

Disk ID Description Size
1 Western Digital WD5000B 100 GB
2 Maxtor 400 GB
3 Hitachi SD160002 260 GB
4 Seagate HD Barracuda 7200 RPM 500 GB
Please select the disk on which you want to install LAN Guardian.

Enter the disk ID number:

Enter the disk ID number for the disk on which you want to install
LANGuardian(note that any data already on the disk will be deleted).

LANGuardian 8.6 Setup

Step 2 of 6: Confirm the installati on disk
You have chosen to install LANGuardian on this disk:

Disk ID Description Size

2 Maxtor 400 GB

If you proceed with the installation, all data on this disk will be erased.
Type YES to continue with the installation. Type NO to quit the setup utility
without installing LANGuardian.

Do you want to co ntinue [NO]?

Confirm the installation disk before continuing.
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LANGuardian 8.6 Setup

Step 3 of 6: Select a network device for the LANGuardian user interface

LANGuardian requires at least two network interface cards (NICs). One NIC will
be assigned to the browser - based user interface. LANGuardian will use the

other NICs to capture network traffic data.

The following NICs are available on your system:

NIC ID Description Status
1 Intel PRO/1000 Network Connection Connected
2 Intel PRO/1000 Network Connection Connected
3 Intel PRO/1000 Network Connection Connected
4 Marvell Yukon 88E805 PCI - E Gigabit Ethernet... Not connected

Please select a NIC to assign to the user interface.

If you want to be sure of the ID of each NIC, disconnect all network cables
and reconnect them one at a time, pressing the R key after you connect each one.

Enter the NIC ID number or press the R key to refresh the list [R]:

Enter the NIC ID number for the management interface or press R to
refresh the list.

LANGuardian 8.6 Setup

Step 4 of 6: Configure the user interface network device

You have chosen to assign this device to the LANGuardian user interface:

NIC ID

Description Sta tus

3

Please enter the following network settings:

LANGuardian computer IP address: 192.168.1 27.200
LANGuardian computer network mask: 255.255.255.0
Default gateway IP address: 192.168.127.1
DNS server IP address: 16.1.20.232

Press any key to continue with the installation.

Intel PRO/1000 Network Connection Connected

Enter the following network settings:

A

IP addres$ the static IP address of the management interface (this
will be the address you enter in your web browser to access the
LANGuardianhome page).

Subnet mask
Gateway address

DNS server address

At this stage in the installation process, no changes have iaele to
your system and your disk has not been modified. LANGuardian asks you
to confirm your settings once again before beginning the installation.

22



WELCOME TO LANGUARDI AN

LANGuardian 8.6 Setup

Step 5 of 6: Confirm settings

LANGuardian Setup will now co mplete the installation using these settings:

Disk ID Description Size

2 Maxtor 400 GB

NIC ID Description Status

3 Intel PRO/1000 Network Connection Connected
LANGuardian computer IP address: 192.168.127.200

LANGuardian computer network mask: 255.255.255.0
Default gateway:
DNS server

Type YES to continue with the installation. Type NO to quit the setup program
without installing LANGuardian.

Are you sure you want to install LANGuardian using these settings [YES]?

Type YES to complete the installation.

LANGuardian 8.6 Setup

Step 6 of 6: Complete the installation
Please wait whil e LANGuardian Setup completes the installation.
[ some kind of status indicator here ] until, eventually...

LANGuardian 8.6 has been installed successfully. After rebooting the
system, you can access the user interface via a web browser at this URL:

ht tps://192.168.127.200

The first time you visit this URL, LANGuardian will display the Configuration
Wizard, which will guide you through a series of configuration options.

Please reboot your computer now to complete the installation. We hope you
enjoy using LANGuardian.

The NetFort Technologies team (support@netforttechnologies.com)

Press any key to reboot...

Wait for the installation to complete, then remove the CD and reboot the

machine.

5. Visit theLANGuardianhome page at the IP address you spedifie

during the installation. You must use the HTTPS protocol. For

example, if the IP address you specified during the installation is
192.168.10.200, the address of yout ANGuardianhome page will

be https:/192.168.10.200

The first time you log ino LANGuardian it displays the Configuration

Wizard. You will use the wizard to complete your LANGuardian

installation and begin monitoring traffic dafee Section XXX for more

details.
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Installing in aVMware ESX environment

The virtualized version diANGuardanis provided as a preonfigured
VMwarevirtual appliance.QVA file) that you can install with the VMware
vSphere client.

The virtualappliancas pre-configured to use the following resources:

A One CPU

A 800 MB RAM

A 16 GB disk space

You can adjust thesealues aftethe LANGuardiannstallation has finished.

Installatbon of LANGuardiars a twopart process. First, you deploy the
virtual applianceon your VMware ESX infrastructure. Then, you configure
it to join your network and monitor the network traft.

Deploying the virtual appliance
Follow these steps to deploy the LANGuardian virtual appliance:

1. Open the vSphere client and chooBeploy OVF Template from the
File menu.

2. On the Source page, clicloeploy From File.
3. Browse to find theLANGuardian virtal appliance.QVA file).
4. Review the OVF template details.

5. Select the datastore in which you want to store the virtagipliance
and its virtual disk files.

6. Map the network in the template (VM Network) to a network in your
inventory.

7. Review the settings anclickFinish to deploy the virtual machine.

The vSphere client will load the LANGuardian appliance and install it in the
ESX server.

After the installation completes, LANGuardian will appear in a powered
down state in the vSphere client.

Initializing t he LANGuardian virtual appliance
Follow these steps to initialize your newly installed LANGuardian
appliance:

1. Open the vSphere client, select your virtugdplianceand power it on.
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Click the Console tab,wait for the virtualapplianceo boot and verify
that it boots correctly.

The commanédine interface main menu has options for basic
administration of the virtual machine. The options that are relevant to
initial configuration areption 5 (Set IP Address/mask) angdtion 6

(Set Default Router):

Selectoption 5 from the list. Specify the IP address and subnet mask.
Selectoption 6 from the list. Specify the default gateway address.

Visit the LANGuardianhome page at the IP address you specified
during the installation. You must use the HTTPS protocol. For
example, if the IP address you specified during the installation is
192.168.10.200, the address of yout ANGuardianhome page will
be https:/192.168.10.200

The first time you log in, LANGuardian displays the Configuration Wizard.
You will use the wizardo complete your LANGuardian installation and
begin monitoring traffic data. See Section XXX for more details.

Setting up local ESX Server monitoring

You must activate promiscuous mode on the ESX Server virtual switch to
enable LANGuardian to monitor thaaternal traffic in your ESX Server
environment. The steps are as follows:

1.

Open the host settings for the ESX Server and click on the
Configuration tab.

Click Properties... to view the properties for the virtual switch.
Edit the properties, then click orhe Security tab.

Click Accept from the Promsicuous Mode dredown list,then click
on OK.

LANGuardianwill immediately begin monitoring all traffic flowing through
the vSwitch.

Setting up external monitoring

After you install LANGuardian, it will be connted to a network adapter

in your ESX Server environment. This adapter provides connectivity to the
web browser user interface. To allow LANGuardian to monitor the raw
traffic on the network, you must configure a second network adapter,
because:

A Accessingraffic on a SPAN port requirea dedicated network adapter.
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A Because of the volume of traffic generated by a spanning session, using
a dedicated virtual switch and adapter helps to avoid performance
problems with other virtual machines.

Follow these step$o create the new virtual switch:

1. Open the host settings for the ESX Server and click on the
Configuration tab.

2. Click onNetworkingin the Hardware menu, then clickdd
Networking...

3. In the Add Network Wizard:
a. Click onVirtual Machinen the list of conrction types.

b. Create a new virtual switch to handle the network traffic for the
new connection.

c. Give the new connection a label.
d. Click onFinish.

4. The new switch appears in your ESX Server environment and will be
identified asem1.

Note: Sometimeghe newswitch has a different label, depending on
how your ESX Server environment is configui@d you are unsure
about this, please contact NetFort Technologies Support.

5. Visit theLANGuardianhome page at the IP address you specified
during the installationYou must use the HTTPS protocol. For
example, if the IP address you specified during the installation is
192.168.10.200, the address of yout ANGuardianhome page will
be https://192.168.10.200

The first time you log in, LANGuardian displays the ConfigaraWizard.
You will use the wizard to complete your LANGuardian installation and
begin monitoring traffic data. See Section XXX for more details.

Installing in other virtual environments

You can install LANGuardian in virtual environments other than ViMwa
by following the instructions for installing it onto a dedicated PC.
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Using the LANGuardian Configuration Wizard

After you install LANGuardiarrdm the ISO imaggeor deploy it as a
VMwarevirtual appliance, you can access the user interfattea web
browser.

The first time youaccess the LANGuardian user interfacedigplays the
Configuration Wizard. You will use the wizard to complete your
LANGuardian installation and begmonitoring traffic dataThe steps are
as follows

1. Accept the license agreement

You must &cept the license agreement to
complete the configuration

Verify the network settingshat you entered
when booting the ISO image or deploying the
VMwareapplianceNB. We might want to
remove this step from the wizard.

3. Specify the Home network

In large networks, the Home network setting
specifies the subnet in which the LANGuardic
system is locateddo not changethis setting
unless you know what you are doing.

4. Specify a proxy servdor LANGuardian updates

LANGuardian connects to the Internet to keej
itself up to date by downloading updates from
the NetFort Technologie websitelf your
nework provides access to the Internet throug
a proxy server, enter the address and port
number
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5. Specifythe SMTP server to use for email

vvvvvvv

LANGuardan uses email to send scheduled
reports to users and issue alerts when specifi
incidents ocur or thresholds are breache
Enter the address of the SMTP server that
LANGuardianuses to send email.

S gl IS

6. Set the system clock

A

You can set the LANGuardian system clock
manually or you can synchronize it
automaticallywith a reference clock on the
Internet

7. Setthe GUI password

NETFORT

- Set the password that you will use to the log «
; to the LANGuardian user interface.
(

8. Specify Active Directory details

rrrrrrr

If you plan to integrate LANGuardian with
Windows Active Directory, enter the details
here.

Review the serw status to make sure
LANGuardian is connected to your network
and is sniffing traffic.

Click Finish to complete the configuratiobANGuardian will display the
main dashboard page.

You are now ready tdegin usingtANGuardianto monitor activity on
your network. You may need to modify your switch configuration to
control what traffic is monitored by LANGuardn. See Chapter 3 for
information on sending traffic to LANGuardian. See Chapter 4 for
information on using LANGuardian.
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Network settings
E-mail settings
Rules and alerts
Sensors

Integration with Microsoft Windows

With the optional Identity moduleenabled LANGuardianintegrateswith a
Microsoft Windows environment to access additional informatibat it
incorporates into reports, trends, and ddsbards. The Identity module
provides LANGuardian with:

A Usernamesand department information from Active Directory
A Logon and logoff information fromhie domain controller event logs

LANGuardian includes this information in the reports, trends, and
dashbards that it creates, making them more readable and more useful
for troubleshooting and monitoring activity on your network.

Integrating LANGuardian with Windows a two-part process:

A Configureyour Windows server to acceptonnections from
LANGuardian return information from Active Directoryand record
details of every network logon.

A ConfigureLANGuardian b connect to Windows.

When you complete this process, LANGuardiggports will include details
from your Windows domain controller

Configuring your Windows server

To configure your Windows server to work with LANGuardian, you must
create a LANGuardiasspecific account on the Windows domaiye the
account therequired permissionsgandenable event log auditing.

Create a LANGuardian account

Follow these stepso create a LANGuardian account in the Windows
domain:

1. Log on to a domain controller.

2. Click Start A Administrative Tools A Active Directory Users and
Computers.

3. Select the domain to which you want to add the LANGuardian user.

4. ClickUsers A New A User.
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4% Active Directory Users and Computers H=] B3

6 File Action Wew Window Help l;lil_?fj
«» | AmEsyB|>XFRR 2B |8 bBTE T

é Active Directory Users and Computer BTS20 v objects

-] Saved Queries —
=2 netforttests.com Name Type Description | =
-3 Builtin € administrator  User Built-in account For admini...
-] Computers ﬁCert Publishers  Security Group ...  Members of this group are...
ﬁDnsAdmins Security Group ... DNS Administrators Group

[#-{&] Domain Controllers
(L) ForeignSecurityPrincipals mDnsUpdatePr... Security Group ... DNS clients who are permi...

}jw €7 Nomain Admins Security Group ...  Designated administrators...
Delegate Contral... omain Com... Security Group ...  All workstations and serve...
Find... omain Cont... Security Group ...  All domain controllers in th...
Computer oup ... All domain quests
Al Tasks »  Contact oup ... All domain users
s e
t;ew Window from Here il Built-in account for t
= MSMQ Queue Alias quest....
Refresh Printer oup ... Group for the Help and Su... |
Export List... = oup ... IIS Worker Process Group

Built-in account for anony...

Shared Folder
Built-in account for Intern...

Properties -

Help ;
K I —r=—ick User ~|

lCreate anew object... [

5. Enter the user accourdetailsand password.

New Object - User E3 |@lINew Object - User E3 I

6 Createin:  acmenet.com/Users Q Createin:  acmenet.com/Users

First name: ILANGuardiari Initials: I Password: Ioouoon
Last name: I Confirm password: Iunnoo

Eullhame: ILANGuardlan ™ User must change password at next logon

User logon name: ™ User cannot change pagsword

Ilanguardian |@acmenet.com :] ™ Password never expires Make sure this
o checkbox is

User logon name (pre-Windows 2000); I™" Accountis disabled unchecked

IACMENET\ Ilanguardian

< Back I Next > I Cancel | < Back I Next > I Cancel |

Make sure theJser must change password at next logon checkbox
is left unchecked.

Configure the account security attributes

Follow these steps to configure the appropriate security on the
LANGuardan Windows account:

1. Click Start A Administrative Tools A Domain Controller Security
Policy .

2. Click Local Policies A User Rights Assignment.
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3. Add the LANGuardian user account the policy setting®eny log on
locally andManage auditing and security log.

File Action View Help

e AE X FR|Dm

Tm Default Domain Controller Security Settings

CoA|

,} Security Settings

&9 Account Policies

Local Policies

_-3 Audit Policy

2] User Rights Assignment

_=:d Security Options

® 55 Event Log

@-_8 Restricted Groups

(8 System Services

] ;@ Reqistry

) ﬁ File System

#-Y wireless Network (IEEE 802.11) F
[#-[_] Public Key Policies

(] Software Restriction Policies

# g IP Security Policies on Active Dire

K — 3|

g |
Policy / | Policy Setting A
ﬁ}ﬂDebug programs Administrators
ﬁ,'{lDeny access to this computer from the netw... ACMENET\SUPPORT

-:-}_:ilDeny log on as a batch job
Eg]Deny log on as a service
£24 Deny log on locally

_-i'{]Deny log on through Terminal Services

;-‘1'9:]Enable computer and user accounts to be tr,..

ﬁ'ﬂForce shutdown from a remote system
&Generate security audits

(@) impersonate a client after authentication
[28)Increase scheduling priority

ﬁﬂLoad and unload device drivers

[28)Lock pages in memory

ﬁ'oilLog on as a batch job

[28]Log on as a service
[#{ Manage auditing and security log
:-‘l'{IModify firmware environment values
gf]Perform volume maintenance tasks
@Profile single process

1’-,'{]Profi|e system performance
f-l:f]kemove computer from docking station
E,'{IReplace a process level token

O |

ACMENET\SUPPORT, ACMENET\languardian
Not Defined

Administrators

Server Operators, Administrators
NETWORK SERVICE,LOCAL SERVICE

Not Defined

Administrators

Print Operators, Administrators

ACMENET\IIS_WPG,ACMENET\IWAM_DC

NETWORK SERVICE

ACMENT\languardian,Administrators

Administrators

Not Defined

Administrators

Administrators

Administrators

NETWORK SERVICE, LOCAL SERVICE, ACMENET\IWAM;[I;,
»

[

! |

Double-click each policy name to display Reoperties dialog box.

4.

In the Properties dialog box, cliegkd d

User o randzadathe é

LANGuardian account to the list of users.

Manage auditing and security log

Manage auditing and security log Properties 2] X| I

Secuity Policy Seting | Explain This Setting|

Administrators
ACMENET\languardian

Add User or Group... |

o]

Cancel |

Configuresvent log auditing

In a Windows server, the event log records désanf all system and user
activity (events) There are many different types of event, and you can
configure the Windows server to record only the events that are of
interest. If you record logon events, LANGuardian can include details of
user logons in itseports, trends, and dashboards.

Follow these steps to enable event log auditing:

1. Click Start A Administrative Tools

Policy .

A Domain Controller Security

31



WELCOME TO LANGUARDI

AN

2. Click Local Policies A Audit Policy.

3. Doubleclick the policyAudit logon events.

File Action View Help

Tm Default Domain Controller Security Settings | _ O] ] I

e AE XEFR 2@

# _3 User Rights Assignment
] _:d Security Options
3] j Event Log
-8 Restricted Groups
- (8 system Services
# j Reqistry
-8 File System
#-Y Wireless Network (IEEE 802.11) f
-] Public Key Policies
- (] Software Restriction Policies
[+ g IP Security Policies on Active Dire

KT [

@ Security Settings Policy / l Policy Setting l
Account Policies [#8] Audit account logon events Success
I £¢) Local Policies [24) Audit account management Success
,’.d Audit Policy E,'{]Audit directory service access Success

4 Audit logon events

ﬁ}f]Audit object access
ﬁ!_,f]Audit policy change
@Audit privilege use
;‘E}ﬂAudit process tracking
ﬁg]nudit system events

[

No auditing
Success
No auditing
Audit logon events Properties [ 7] %] I

Secuity Policy Setling | Explain This Setting |

if_ Audit logon events

s

[V Define these policy settings

Audit these attempts:
[V Success
™ Failure
0K | Cancel | Apply |

4. Check theSucces s checkbox toauditsuccessful logon attempts in the

event log.

In a default Windows Server installation, the maximum event log size is set
to 512 KB. We recommend increasing the size of the security log to 20

MB.

Follow these steps to set the maximumest log size:

1. Click Start A Administrative Tools

2. Rightclick on theSecurity log.

3. Click Properties on the popup menu.

A Event Viewer .

On the General tab, set th#aximum log size to 20032 MB.
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B Event viewer |_ O] x] l
| e Action View Help
¢- AW EFRR @@
& Event Viewer (Local) Security 53,553 event(s)
iﬁl Application -
3 | Type Date Time. Source Category Event | User =

Open Log File... J Success Audit 31/01/2011 17:03:33 Security LogonjLogoff 538 Administrator

Save Log File &s... J Success Audit 31/01/2011 17:03:33 Security Logon/Logoff 576 Administrator

New Log View J Success Audit 3170172011 17:03:33 Security LogonfLogoff 528 Administrator

Clear all Events gf Success Audit 31/ - - -
PR vty properties @K

Yiew Y ,f Success Audit 31/ Ferer I Fier I
g’ Success Audit 31/
&f Success Audit 311 . e

3 ecurit
J Success Audit 31/ Darsipare I i
&f Success Audit 31/ Log name: |CAWINDOWS \System32\confighSecE vent. Evt
& sucess et 31 R 512018 (524,288 byes) -
d r Created: 30 June 2010 03:13:21 |=
[Opens the properties dialog box for the current selection. Modified: 31 January 2011 17:04:02
Accessed: 31 January 2011 17:04:02
- Log size

5. Under When maximum log size is reached,

events as needed radio button.

Magimum log size: {20032 = ke

‘When maximum log size is reached:

' Overwite events as needed
" Oyenwrite events older than |‘ _,j days

Restore Defaults l
Clear Log

Cancel |

" Do not overwrite events
[clear log manually)

™ Using a low-speed connection

o]

oot |

click theOverwrite

To verify that the Windows domain controller is correctly recording

logon events, click th&ilter tab andin the Event ID field, enter the ID
that matches network logon events on the version of Windows Server

your domain cotroller is running

Ifthed o ma i

controlThe

Event

n

Windows Server 2008 R2
Windows Server 2008
Windows Server 2003

Windows 2000 Server

4624 (Logon Event)
4624 (Logon Event)

540 (Logon Event)
672 (Account Logon Event)

672 (AccountLogon Event)
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7.

Sertypropertis ___________IAE]
General Filter I
~Event types
[V Information [V Success audit
IV Waming [V Failure audit
[V Emor
Event source: I (an L]
Category: f cam =l
Event ID: |4524
User: I
Computer: I
From:  [First Event l|esmzon x| 173824 =
To:  |LastEvent > [orozeont ] [osstas =
Restore Defaults I
0K I Cancel I Apply |

Click OK. If the Event Viewer displays some events, your event log
auditing is configured correctly.

Configuring LANGuardian to connect to Windows

LANGuardian uses a Windows domain account to authenticate itswlf
query the serveffor user information and login activity. The domain
account must have the necessary privileges to adtesActive Directory
global catalog and Windovwevent logs.

Follow these steps to integrateANGuardiarnwith Windows:

1.

2.

Click Configuration on the Admin istration menu.

On the Configuration page, scroll down to the section llentify
Configuration.

Click Configure support for Active Directory identity logging.
On the Active Directory page, clickdd new server.
Click the Enter new credentials  radio button.

LANGuardian displays theomain contro llers auto discover pag e.
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Active Directory: Domain Controllers

Domain Controllers auto discover

Use existing credentials
'@ Enter new credentials

User Administrator
Password eeesesssssssse

IP Address 192.168.127.199

Enter the following details:

71 User: the username of the domain account.
71 Password: the password for the domain account.
7 P Address: the address of a domain controller.

7. Click Search. LANGuardian vill search for and display all Active
Directory domain contollers in the domain.

8. Tick the checkbox opposite the name of each controller you want to
add, then cliclSave Selected.

Notes:

-

A We recommend that you add all domain controllers unless you are
sure that they do not authenticate users.

-

A You may want to condeer creating a dedicated account to associate
your LANGuardianinstance with Active Directory. If you do this,
ensure that the account has the following righgny logon locally
andManage auditing and security log.

A On your domain controllers, configurhe security settings to audit
logon events.

Configuring Active Directory advanced settings
Special system accounts

User accounts to ignore
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Connecting to eDirectory
Connecting to Cisco NAC

Storage management, archiving ,and backup

When LANGuardian is running on your network, it continually generates
data from traffic analysis and intrusion detection eventstores the data

in the proprietary LANGuardian databasatil a specifieduipperlimit of

the available locally atthed storage space is used. This limit is referred to
as thehigh point , and it is set to 80% of the available storage.

The remaining 2% of locally attached storage is used to store database
archivesWhen the database size reaches thigh point LANGuardan
frees storage space by creajian archive of the oldest dasand purging it
from the databasentil a specified lowelimit of the available storage
reached. This limit is referred to as thew point , and it is set to 50% of
the available storage

LANGuardian will create an archive automatically when the database size
reaches the high poin¥ou can download the archives manually for offline
storage, or you can confige LANGuadian toautomaticallyto export

them, via FTP, to another location aifie network for longterm storage If
you do notdownload the archives or export them via FTtRe storage

space allocated to archives will eventually fill\en that happens
LANGuardian will delete the oldest archiveden it need4o make space
avaidble for newer ones.

Each time LANGuardian creates a new database archive, it notifies the
system administrator by mail. The mail includes a link to the archive so that
they administrator can download it and stoiteexternally. Archives are
created as compressed tar fileand have thdile extensiontar.gz.

Configuring automatic database archive export
Follow these steps to configure automatic exporting of database archives:

1. Click Configurationon the Administration menu.

2. On the Configuration page, sdia@own to the section onArchives.
Click Export a LANGuardian database archive.

3. LANGuardian displays theownload DB Archive page.
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Download DB Archive

AUTOMATIC DB DOWNLOAD
Server backup IP: 192.168.1.200
Path to backup folder: /LG_archives
User: admin
Password: sscscscscccce
Notification email: admin@acme.com
Type: 9 fip O scp

Save

[CIclear senverinfo

LANGuardian SSH public-key

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAA
AgwCuaMYOelR6/e6uky+4PDYUkSR4H30kj2
ZWj1EKBWGjAduMgtSuRirtE01Foh4MPTBSz
3Y87F/2qgiVFSvCdRMio4 fC4uSFFx/tHblk7
HeHiGfJylmSnpKNOG/HSxaz91nY130JaIOD
seHwh61f6PkDNXVYtE209tGWFBPYaJj8/xV
]

DATE BACKUP

31.12.2010-3.1.2011 31_12_2010_to_3_1_2011.tar.gz

27.12.2010-30.12.2010 27_12_2010_to_30_12_2010.tar.gz

Enter the following details:

A The IP address of the FTP server on which you want to store the
archives.

>\

Path to backup foler

>\

User name

>\

Password

A Email address to which notifications will be sent.

A Connection typed standard FTP or secure FTP
4. Click Save.

Each time the database storage reaches the high point, LANGuardian will
create an archive, export it to the specified FTPdbon, and send an email
to the specified address.

Manually downloading archives
If you do not specify an FTP address on Dmvnload DB Archive page,
LANGuardian will creatarchivesn its own locally attached storage.

The Download DB Archive page incldes a list of available archiv@he
archive file name indicates the time period covered by each archive.

To download an archive, rigitlick on the link andsave the file to your
computer or a network location.
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Importing database archives

If you want toanalyze network traffidatathatis no longer available

online, you can import archived data back into LANGuardian. This feature
is useful in situations where you needitvestigate past events such as file
deletions, database transactions, or Internetwhloads.

Some of the information that LANGuardian includes in datalaashkives

can change between the tingedatabase is exported and the time it is
imported back into LANGuardiandf example,a computer might have an
upgraded operating system, an IPaddress mightesolve to a different
hostnameg. Because of this, eenLANGuardiancreates a database archive,
it supplements the traffic data with additional information that enables it to
accurately report on the state of the network at the time of aredi
creation.This additional information can, when imported back into
LANGuardian, caflict with the corresponding information on the live
system.

To prevent this from happening, LANGuardian allows you to choose which
items of alditional information to inport whenyou import a database
archive. We recommend that you include only the information that is
relevant tothe analysis you want to perform on the imported data.

Follow these steps to import a database archive:
1. Click Configurationon the Administratio n menu.

2. On the Configuration page, scroll down to the section Archives.
Click Import a LANGuardian database archive.

3. LANGuardian displays thenport LANGuardian Data page.
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Import LANGuardian Data

Import data which has been archived and add it to the data repository on the LANGuardian
Select Name

user_policy_status
user_info

0s
policy_reset_time
cpu

user_agent

hm

service
user_policy
signature
identity_user_groups
user_membership
torrent_names
resolv
identity_groups
sysload

macinfo
windows_update
log_report_runtime

system_login

iBrowse_:
[ Upload LANGuardian Archive ]

4. Check the boxes to alect the additional data items you want to
include in he import

5. Click the Browse button and select the archive you want to import.
6. Click Upload LANGuardian Archive to complete the import.

After you import the data, it will become available through the
LANGuardian user interface and be included in all ofekisting
dashboards, reports, and trends. If you want to focus specifically on the
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imported data, you might need to create custom reports that focus on the
dates covered by the archive.

Customizing the database high point and low point

In a default LANGualian installation, the database high point is set to 80%
of the available disk space and the low point is set to 5Sl8ése have been
shown to be the optimal values for typical networks where the available
storage is well matched to the amount of traftin the network. In rare
situations, LANGuardian can benefit from changes to the high and low
points. It is not possible tahange these values through the user interface.
Please contact NetFort Technologies Technical Support if you think the
values need tte changed foyour network.
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Sending traffic to
LANGuardian

Port mirroring
Flow traffic

Configuring your network switch

Cisco

HP

Netgear

Nortel

Other switches
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Using LANGuardian

LANGuardian has a browbased user interface that re-p

configured with a number of dashboards and reports, which
instantly provide you with detailed information about activity on
your network. You can customize the dashboards and create your
own reports to create a network monitoring solutioimsthat

tailored to your specific needs.

Logging on for the first time

When you insall LANGuardian, you specify # address to be used for
the management interfac&o log on to LANGuardian, enter this address
in your web browser. For example, if the IP address i2.168.200.2, the
address to entelin your browser is

https://192.168.200.2/

'd Al
@ LANGuardian Logon - Mozilla Firefox @M
Eilg Edit View History Bookmarks Tools Help

@ - 7 & _BIEGEUH https://1921682002/ > - | [#f~ Google P

/% LANGuardian Logon

NETFORT

TECHNOLOGIES

Username Administrator

PaSS\VOrd 0000000000000

[Ss]~] Done 1216s 1303s 819KB 2req () & #

" J

When you first log on to LANGuardian you must log on with the
usernameAdministrator.  The initial password iadministrator.
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After you log m, you will see the default home padgee the example
below.

°
-]

The main components of the user interface are as follows:

The home page is laid out in a number of dashboards. To display a dashboar
click on its title tab.

To add or delete dashboards, or to modify their contentsckEdit.
Each dashboard is made upcoflumns and the columns contain report

summariesYou can see the detail @freport by clicking on the arrow at the
right of the report title bar:

Click to view the
full report.

You canchange the ordem which the reports are presented otihe dashboard
by clicking on the title bar and dragging it to a new location.

® The lefthand navigation menu is another way to access detailed
LANGuardian reports. If a report is not displayed on the dashboard yo
can access it using this menu.

Use the Administration menu to configure your LANGuardian installatic

° Use the Search box to quickly access LANGuardian reports and to fin
network events associated with a specific user or IP address.

All LANGuardian features are described in more detaithe following
sections of this guide.
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