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About this guide  

This guide tells you how NetFort LANGuardian works, and explains 

how to install, configure, and use the software. 

Intended audience  

This guide is intended for anyone who wants to install or use NetFort 

LANGuardian ð typically, network engineers, system administrators, IT 

managers, human resource managers, and compliance officers.  

Whatõs in this guide? 

This guide contains the following information: 

Á Chapter 1 explains how LANGuardian works and describes the 

deployment options. 

Á Chapter 2 describes how to install and configure LANGuardian.  

Á Chapter 3 describes how to configure your network switch to enable 

LANGuardian to capture traffic from it. 

Á Chapter 4 describes how to use LANGuardian to monitor and 

troubleshoot your network. 

Á Chapter 5 describes how to use the LANGuardian REST API. 

Á Chapter 6 describes how to integrate LANGuardian with other 

network monitoring tools such as Solarwinds and Splunk. 

Document conventions  

This guide uses the following conventions: 

Á LANGuardian menu items and user interface commands are shown in 

bold font. 

Á Commands you enter on screen are shown in monospace  font. 

Preface  
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Additiona l information and resources  

The following additional information and resources are available: 

Á NetFort Technologies website:  

www.netforttechnologies.com 

Á NetFort Technologies forum:  

forum.netforttechnologies.com 

NetFort Technologies support: 

support@netforttechnologies.com 

 

 

 

http://www.netforttechnologies.com/
mailto:support@netforttechnologies.com
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Welcome to LANGuardian  

NetFort LANGuardian is software that monitors and reports on 

network activi ty. I ts browser-based user interface gives you a 

unique level of visibility into everything thatõs happening on your 

network, including user logons, bandwidth usage, Internet access, 

fi le share and database operations, and security threats. 

LANguardian overview  

 

NetFort LANGuardian gives you a detailed view of the activity on your 

network. It captures a copy of data packets flowing through those ports 

and stores the details in a secure standalone database. It uses advanced 

deep packet inspection (DPI) techniques to analyse the data packets and 

generate detailed information about the source, destination, protocol, and 

contents of each packet. Because LANGuardian stores its information in a 

database, you can view details of historical as well as real-time LAN 

activity. 

LANGuardian has a browser-based user interface made up of dashboards 

that you can customize to organize, present, and prioritize the network 

activity data that is of interest to you. From the dashboards you can drill 

down to more detailed information about individual servers, clients, files, 

databases, users, websites, and so on. 

Chapter  

1 
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LANGuardian is easy to deploy on your network. It is available as a 

standalone system and as a VMware virtual appliance. Installing the  

software usually takes less than 15 minutes. To complete the installation 

and begin capturing traffic data, you connect LANGuardian to your 

network switch and configure port mirroring on the ports whose traffic 

you want to monitor.  

Port monitoring  

Most network core switches have the ability to copy network traffic from one port on the switch to another. 
This feature, which is called port monitoring  or port mirroring,  enables LANGuardian to capture traffic data 
for analysis.  

Configuring a monitoring port on your switch involves the following steps:  

Á Identify an unused switch port to designate as a monitoring port for LANGuardian.  

Á Identify the switch ports you want to monitor (these are often called source ports).  

Á Configure the switch to associate the source ports with the monitoring port.  

The switch will send a copy to the monitoring port of all data flowing through the source ports. LANGuardian 

captures the data from the monitoring port for analysis. The actual data itself is not affected and there is no 
performance impact.  

Port monitoring is given different names by different switch vendors:  

Á On a Cisco Systems switch, port monitoring is called Switched Port Analyzer (SPAN). You will often see 

references in the documentation to a SPAN port. 

Á On 3Com switches, it is called a Roving Analysis Port (RAP). 

Á The documentation for HP switches uses the term trunk monitoring. 

 

Architecture  

LANGuardian uses advanced Deep Packet Inspection techniques to analyze 

the data packets flowing through the core switch on your network.  

LANGuardian creates and maintains a database of traffic information that 

gives you access to historical as well as real-time network activity data. 
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Historical data is indispensable for network forensics, and for identifying 

network issues and trends that cannot be identified using real-time data 

alone.  

The diagram below shows the LANGuardian system architecture.  

 

Management port 

The management port on the LANGuardian system enables network 

administrators to establish a browser connection so that they can view the 

traffic data captured and stored by system. 

Browser-based user interface 

LANGuardian has a browser-based user interface with a customizable 

dashboard and drill-down capability to whatever level of detail you need. 

All modern browsers are supported. 

E-mail 

You can configure any LANGuardian report to send you an e-mail alert 

immediately when certain conditions are met (for example, when a user 

accesses a specified website or file share). 

CSV and HTML reports 

You can generate CSV (for importing into Microsoft Excel and other 

spreadsheet applications) and PDF versions of all LANGuardian reports. 
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Reporting engine 

The LANGuardian reporting engine uses the information in the traffic 

database to generate interactive web pages, e-mail alerts, CSV files and 

PDF reports. 

Traffic database 

LANGuardian stores a historical record of traffic data in a secure, 

hardened, and highly optimized database. The database is a proprietary 

system specifically designed for very fast storage and retrieval of large 

amounts of flow and alert data that is organized in a time-ordered fashion. 

The database capacity is limited only by the amount of storage space 

available, while the storage used per day is determined by the amount of 

traffic on your network. Because the database is independent of system log 

files, you can use it to demonstrate compliance with the segregation of 

duties requirements of internal and external auditors. 

Deep packet inspection 

LANGuardian uses Deep Packet Inspection techniques to inspect the 

contents (payload) of data packets in addition to the packet header, 
enabling it to identify threats that cannot be identified using standard 

networking components alone. LANGuardian implements DPI at full wire 

speed and does not slow down the network. 

The LANGuardian DPI engine has two components, traffic analysis and 

intrusion detection, which analyze the network traffic in parallel: 

Á Traffic analysis 

The traffic analysis engine identifies traffic flows in two ways: 

╖ The 5-tuple that uniquely identifies the TCP/IP connection ð 

source IP address, source port, , destination IP address, destination 

port, and protocol (TCP or UDP).   

╖ The source and destination hardware addresses, and the IP 
protocol used (IPv4 or IPv6).   

It also extracts other details from the traffic flows, for example: 

╖ Local services in use on the network 

╖ Operating system information 

The traffic analysis engine aggregates all of this information into its own 

proprietary internal flow representation, which it stores in the 

LANGuardian database. 

Á Intrusion detection 

The intrusion detection system (IDS) is based on Snort, an open-source 

network intrusion prevention system that performs real-time traffic 
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analysis on IP networks. It can perform protocol analysis, content 

searching/matching, and can be used to detect a variety of attacks and 

probes, such as buffer overflows, stealth port scans, CGI attacks, SMB 

probes, and OS fingerprinting attempts. 

The IDS is configured with over 1600 signatures that include DPI for 

HTTP, RPC, and Telnet protocols. The signatures cover the events that 

typically occur on a network, for example: 

╖ File accesses 

╖ Database operations 

╖ E-mail activity 

╖ Web access 

The IDS signatures are continually updated and you can choose to 

apply the updates manually or automatically. You can also define your 

own signatures.  

When the IDS detects an event that matches a signature, it stores the 

details in the LANGuardian database, including the source and 

destination IP addresses, the rule that triggered the event, and event-

specific information. 

Combined, the information stored in the database by the traffic analysis 

engine and the IDS provide a detailed snapshot of network activity, with 

efficient storage and no performance impact.  

Traffic collection engine 

The traffic collection engine collects network activity data from the 

monitoring port on your core switch and prepares it for deep packet 

inspection (DPI) and subsequent storage in the LANGuardian traffic 

database. 

Monitoring port 

When monitoring a physical network, the monitoring (SPAN) port on the 

LANGuardian system connects to the monitoring port on the core switch. 

When monitoring a virtual network, the monitoring port connects to a 

virtual switch, which must be operating in promiscuous mode. The 

network traffic seen by the monitoring port is collected by the 

LANGuardian traffic collection engine. 

Optional modules  

The core LANGuardian product monitors and reports on traffic flowing 

through your network. A number of optional modules are available that 

provide more detailed information on specific types of network activity. 

The diagram below shows the optional modules.  
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Directory services integration 

With the optional module for directory services integration, you can 

generate reports that include user names and other details derived from 

your corporate directory. You can also configure the system to ignore 

specific accounts such as those that are used to download anti-virus 

updates and operating system patches. 

LANGuardian supports Microsoft Active Directory, Novell eDirectory, 

and the industry standard LDAP format. 

SQL Server Database Monitor 

This module monitors and records every access to your SQL Server 

databases, helping you to protect sensitive business data, secure your 

database infrastructure, detect fraudulent activity, and more easily meet 

your audit and compliance obligations. 

Windows File Share Monitor 

This module monitors and records every access to your Windows file 

shares, recording details of user name, client application, server name, 

event type, file name, and data volume. 

E-mail Monitor 

This module decodes, extracts, and stores the headers of incoming (POP3) 

and outgoing (SMTP) mail messages, allowing you to search by sender, 

recipient and subject, along with more detailed information such as 
timestamps and the IP addresses of sender and recipient. 
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Web Browser Monitor 

This module uses Deep Packet Inspection (DPI) technology to detect web 

browser type and version number by decoding the User-Agent string in 

every flow of HTTP traffic. With the Web Browser Monitor, you can 

identify all applications that download data over HTTP, along with the 

users and systems involved. You can also detect the use of unsupported 

browsers and prohibited devices on the network. 

Bandwidth Quota Monitor 

This module defines and monitors bandwidth quotas for users or groups of 

users on a network. You can configure warning emails and automatic 

actions to notify users are quota limits are approached or exceeded. 

 

Deployment options  

You can deploy LANGuardian as a VMware virtual appliance or install it on 

a dedicated physical PC or server. It is a standalone software system that 

requires no operating system licenses.  

When installed on a dedicated physical PC or server, LANGuardian runs 

on industry standard hardware. The only special requirement is that the 

PC or server must have two NICs (network interface cards) ð one to 

collect the traffic data, and one to provide access to the LANGuardian 

user interface.  

When deployed as a virtual appliance, LANGuardian can monitor internal 

virtual and physical network traffic. To monitor virtual network traffic, the 

virtual switch you are monitoring must be configured to operate in 

promiscuous mode. To monitor physical network traffic with a 

LANGuardian virtual appliance, you need a dedicated virtual switch that is 

associated with its own NIC.  

Monitoring a physical netwo rk  
The diagram below shows LANGuardian in a typical network setup 

consisting of PCs, laptops, servers, a core switch, and a firewalled Internet 

connection. LANGuardian is installed on a standalone server that is 

connected directly to the core switch. 
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In this network, the core switch port assignments are as follows: 

Port number Description 

4  User LAN  

5  File server  

6  SQL Server database server  

7  Application server  

8  Intranet server  

10  Unused port  

12  Monitoring (SPAN) port  

 
 

To monitor this network, the following steps are necessary:  

1. On your network switch: 

a. Configure port 12  as a monitoring port.  

b. Configure ports 4, 5, 6, 7, 8,  and the uplink port  as the source 

ports to be monitored.  

2. Connect a network cable from the monitoring port on the switch 

(port 12)  to one of the network interface cards on the LANGuardian 

server. 

Core switch port assignments 
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3. Connect a network cable from an unused port on the switch (port 

10) to the other network interface card on the LANGuardian server. 

4. Use the LANGuardian user interface to add a sensor (see XXX for 

details). 

 

Monitoring a virtual network  
LANGuardian works on the same principle in virtual networks as in 

physical networks. A VMware ESX environment incorporates a virtual 

network switch, which is the virtual equivalent of the core switch in a 

physical network. The virtual network switch supports promiscuous 

mode,  a setting that enables virtual adapters to see all traffic flowing 

through the switch and essentially providing the same functionality as a 

SPAN or monitoring port on a physical network. This makes it possible for 

the LANGuardian virtual appliance to monitor and report on all network 

traffic flowing through the virtual network.  

The illustration below shows a typical virtual network setup consisting of 

file, application, and database servers connected to a virtual switch. When 

connected to the same virtual switch as the servers, the LANGuardian 
virtual appliance can monitor all network activity on the servers.  

 

In this network, LANGuardian is installed on a virtual server that is 

connected to a virtual switch. When the switch is configured in 

promiscuous mode, LANGuardian can capture all traffic flowing through 

the switch.  

Monitoring physical network traffic with a LANGuardian 

virtual appliance  
As well as monitoring traffic on your virtual network, a LANGuardian 

virtual appliance can monitor network traffic on your physical network. In 

this configuration, you must configure an additional sensor in the 

LANGuardian user interface and connect this sensor to a separate virtual 
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switch, which in turn must be connected to the physical network. The 

diagram below illustrates this configuration.  

 

 

Monitoring virtual network traffic with a physical 

LANGuardian device  

LANGuardian can give you a single point of access to traffic information for your 

combined physical and virtual environment. The diagram below shows this 

configuration. 
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¬ A LANGuardian virtual appliance in the VMware ESX environment 

captures data from the virtual network switch. 

­ The VMware ESX server is connected to the core switch on the physical 

network, and the port to which it is connected is a monitored port. 

® A LANGuardian device on the physical network, which is connected to 

the monitoring port, can then capture and store the traffic data from the 

virtual network. 

 

Monitoring large -scale enterprise networks with 

LANGuardian  
You can deploy LANGuardian on any size of network, from a local office 

to a global enterprise network. In large networks that contain multiple 

core switches, you must deploy a LANGuardian instance for each core 

switch. You designate one instance as a master  and each of the other 

instances as a slave. The slave instances do not have a traffic database or 

user interface; instead, the traffic collection engine sends the traffic data it 

¬ 

­

­ 

®

­ 
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captures to the master instance, and the data is accessible through the user 

interface of the master instance.  

 

Sensors 
During installation, you connect one of the NICs on the LANGuardian 

system to the monitoring port on your network's core switch. The 

LANGuardian software automatically creates a sensor to associate that 

NIC with the software. LANGuardian instantly begins capturing network 

traffic and you can view the results in your web browser. 

There are some situations where you might want to create more than one 

sensor in LANGuardian. For example, you might want to monitor your 

internal and external network traffic separately. In these situations, you 

need a monitoring port on your switch for each sensor and a 

corresponding NIC on your LANGuardian system. For example, if you 
have three sensors, you would need three monitoring ports on your 

switch and four NICs on your LANGuardian system ð one for each of the 

sensors, and one to deliver the browser-based user interface). 

 

 

 

Diagram needed here. 

Diagram needed here. 
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I nstall ing  and confi guring 

LANGuardian  

You can install  LANGuardian on a PC connected to a physical 

network, or you can install i t as a virtual machine in a virtual 

environment.  

Preparing for installation  

To install LANGuardian on a PC, download the ISO image and burn it onto 

a CD. LANGuardian has its own operating system, so you must use a 

dedicated PC. The PC must have two NICs (network interface cards) ð 

one to collect the traffic data, and one to provide access to the 

LANGuardian user interface.  

To install LANGuardian in a VMware ESX virtual environment, download 

and deploy the pre-configured virtual appliance. You can install 

LANGuardian in other virtual environments by downloading the ISO image 

and using it to create a virtual machine. 

System requirements  
When installing on a dedicated PC or server: 

Á 2 GHz or faster CPU 

Á At least 2 GB RAM 

Á At least 40 GB disk space for the traffic database 

Á Two network cards 

The VMware virtual appliance has the following initial settings: 

Á 1 CPU 

Á 800 MB RAM 

Á 16 GB disk space 

You can change these settings after installation. 

Chapter  

2 
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The LANGuardian VMware appliance requires VMware ESX server. 

VMware ESXi is not supported. 

The LANGuardian Identity module requires access to an Active Directory 

installation on one of the following operating systems: 

Á Windows 2000 Server 

Á Windows Server 2003 

Á Windows Server 2003 R2 

Á Windows Server 2008 

Á Windows Server 2008 R2 

The SQL Server Database Monitor module supports the following SQL 

Server versions: 

Á SQL Server 7.5 

Á SQL Server 2000 

Á SQL Server 2005 

Á SQL Server 2008 

Á SQL Server 2008 R2 

Network requirements  
During the installation, you will configure LANGuardian to join your 
network. You must use a fixed IP address. Please make sure you have 

obtained a valid address and subnet mask, and know the address of the 

default gateway, before starting the installation. 

Storage requirements  
There are no specific storage requirements for LANGuardian because it 

uses whatever locally attached storage is available to it. The larger the disk, 

the more traffic data you can store. The amount of storage you need for 

your network traffic depends on factors such as the overall traffic volume, 

the types of traffic and events you want to monitor, the number of 

sensors, and the amount of historical data you want to have available 
online.  

A storage example  

A recent examination of a university site where LANGuardian is deployed shows that a 150 GB disk can store 
11 weeksõ worth of traffic and event data for a user population of over 12,000 users. Extrapolation of this figure 
implies that a 1 TB disk could store over 70 weeksõ worth of data. But remember, every network is different. 
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After you have installed LANGuardian and run it for a few days, you will be 

able to accurately estimate the amount of storage you will need.  

LANGuardian has comprehensive backup and archiving capabilities to 

ensure that you never lose any of your historical traffic data. See Chapter 

XXX for details.   

License management  
TBD. 

Installing on a dedicated  machine  

Warning!  

If you are installing LANGuardian on an existing PC or server, please note 

that the existing operating system and all data will be irrevocably erased. 

Installing LANGuardian from the ISO image is a two-part process: 

1. First, you install the base operating system using the LANGuardian 
Setup Utility. In this part of the installation, you configure the hard disk 

on which LANGuardian will be installed, and you specify some network 

settings so that LANGuardian can install itself and join your network. 

2. Then, you access LANGuardian via a web browser and you run the 

Configuration Wizard to complete the installation. 

Follow these steps to install LANGuardian from the ISO image: 

1. Burn the ISO image onto a CD. 

2. Insert the disc in the PC or server. 

3. Boot the machine from the CD (you may need to modify the BIOS to 

enable booting from CD). 

4. Complete the LANGuardian Setup process.  

Running the LANGuardian Setup utility  
The LANGuardian Setup utility runs when you boot the LANGuardian CD. 

There are six steps. After you complete these steps, the LANGuardian 

machine will be available on your network. You can then access the user 

interface with a web browser to complete the configuration process. 

  

An ISO image is a single 
file that contains the 

entire contents of a CD. 
You can re-create the 
CD from the file by 

òburningó the image 
onto a blank CD using 
software such as 

ImgBurn, which is 
available free from 

www.imgburn.com . 
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LANGuardian 8.6 Setup  

---------------------  

 

Copyright © 2011 NetF ort Technologies Limited. All rights reserved.  

 

Welcome to the setup utility for LANGuardian 8.6.  

 

This utility will guide you through the LANGuardian installation process. The  

installation takes less than five minutes.  

 

+---------------------------------- ---------------------- + 

| PLEASE NOTE:                                            |  

|                                                         |  

| This installation will overwrite any data or operating |  

| system that exists on the selected hard disk.           |  

|                                                         |  

+-------------------------------------------------------- + 

 

Type YES to continue with the installation. Type NO to quit the setup program  

without installing LANGuardian.  

 

Do you want to conti nue with the installation [NO]?  

Enter YES to continue with the installation. 

 

LANGuardian 8.6 Setup  

---------------------  
 
Step 1 of 6: Select the installation disk  
 
The following list shows the existing disks on this computer.  

 
Disk ID    Description                                                       Size  
-------------------------------------------------------------------------------  
1         Western Digital WD5000B                                         100 GB  
2         Maxtor                                                          400 GB  
3         Hitachi SD160002                                               260 GB    

4         Seagate HD Barracuda 7200 RPM                                   500 GB  
 
Please select the disk on which you want to install LAN Guardian.  
 
Enter the disk ID number:  

Enter the disk ID number for the disk on which you want to install 

LANGuardian (note that any data already on the disk will be deleted).  

 

LANGuardian 8.6 Setup  

---------------------  
 
Step 2 of 6: Confirm the installati on disk  
 
You have chosen to install LANGuardian on this disk:  

 
Disk ID    Description                                                       Size  
-------------------------------------------------------------------------------  
2         Maxtor                                                          400 GB  
 
 

If you proceed with the installation, all data on this disk will be erased.  

Type YES to continue with the installation. Type NO to quit the setup utility  

without installing LANGuardian.  

 

Do you want to co ntinue [NO]?  

Confirm the installation disk before continuing. 
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LANGuardian 8.6 Setup  

---------------------  

 
Step 3 of 6: Select a network device for the LANGuardian user interface  

 
LANGuardian requires at least two network interface cards (NICs). One NIC will  

be assigned to the browser - based user interface. LANGuardian will use the  

other NICs to capture network traffic data.  

 
The following NICs are available on your system:  

 
NIC ID     Description                                                     Status  

-------------------------------------------------------------------------------  

1         Intel PRO/1000 Network Connection                            Connected  

2         Intel PRO/1000 Network Connection                            Connected  

3         Intel PRO/1000 Network Connection                            Connected  

4         Marvell Yukon 88E805 PCI - E Gigabit Ethernet...           Not connected  

 
Please select a NIC to assign to the user interface.  

 
If you want to be sure of the ID of each NIC, disconnect  all network cables  

and reconnect them one at a time, pressing the R key after you connect each one.  

 
Enter the NIC ID number or press the R key to refresh the list [R]:  

Enter the NIC ID number for the management interface or press R to 

refresh the list. 

 

LANGuardian 8.6 Setup  

---------------------  

 
Step 4 of 6: Configure the user interface network device  

 
You have chosen to assign this device to the LANGuardian user interface:  

 
NIC ID     Description                                                     Sta tus  

-------------------------------------------------------------------------------  

3         Intel PRO/1000 Network Connection                            Connected  

 
Please enter the following network settings:  

 

LANGuardian computer IP address:     192.168.1 27.200  

LANGuardian computer network mask:   255.255.255.0  

Default gateway IP address:         192.168.127.1  

DNS server IP address:              16.1.20.232  

 

Press any key to continue with the installation.  

Enter the following network settings: 

Á IP address ð the static IP address of the management interface (this 

will be the address you enter in your web browser to access the 

LANGuardian home page). 

Á Subnet mask 

Á Gateway address 

Á DNS server address 

At this stage in the installation process, no changes have been made to 

your system and your disk has not been modified. LANGuardian asks you 

to confirm your settings once again before beginning the installation. 
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LANGuardian 8.6 Setup  
---------------------  
 
Step 5 of 6: Confirm settings  
 
LANGuardian Setup will now co mplete the installation using these settings:  
 
Disk ID    Description                                                       Size  

-------------------------------------------------------------------------------  
2         Maxtor                                                          400 GB  
 
NIC ID     Description                                                     Status  
-------------------------------------------------------------------------------  
3         Intel PRO/1000 Network Connection                            Connected  

 

          LANGuardian computer IP address:   192.168.127.200  
          LANGuardian computer network mask: 255.255.255.0  
          Default gateway:  
          DNS server  
 
Type YES to continue with the installation. Type NO to quit the setup program  
without installing LANGuardian.  
 
Are you sure you want to install LANGuardian using these settings [YES]?  

Type YES to complete the installation. 

LANGuardian 8.6 Setup  

---------------------  

 

Step 6 of 6: Complete the installation  

 

Please wait whil e LANGuardian Setup completes the installation.  

 

[ some kind of status indicator here ] until, eventually...  

 

LANGuardian 8.6 has been installed successfully. After rebooting the  

system, you can access the user interface via a web browser at this URL:  

 

ht tps://192.168.127.200  

 

The first time you visit this URL, LANGuardian will display the Configuration  

Wizard, which will guide you through a series of configuration options.  

 

Please reboot your computer now to complete the installation. We hope you  

enjoy using LANGuardian.  

 

The NetFort Technologies team (support@netforttechnologies.com)  

 

Press any key to reboot...  

Wait for the installation to complete, then remove the CD and reboot the 

machine. 

5. Visit the LANGuardian home page at the IP address you specified 

during the installation. You must use the HTTPS protocol. For 

example, if the IP address you specified during the installation is 

192.168.10.200,  the address of your LANGuardian home page will 

be https://192.168.10.200 .  

The first time you log in to LANGuardian, it displays the Configuration 
Wizard. You will use the wizard to complete your LANGuardian 

installation and begin monitoring traffic data. See Section XXX for more 

details. 
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Installing in a VMware ESX environment  

The virtualized version of LANGuardian is provided as a pre-configured 

VMware virtual appliance (.OVA file) that you can install with the VMware 

vSphere client.  

The virtual appliance is pre-configured to use the following resources:  

Á One CPU 

Á 800 MB RAM 

Á 16 GB disk space 

You can adjust these values after the LANGuardian installation has finished.  

Installation of LANGuardian is a two-part process. First, you deploy the 

virtual appliance on your VMware ESX infrastructure. Then, you configure 

it to join your network and monitor the network traffic.  

Deploying the virtual appliance  
Follow these steps to deploy the LANGuardian virtual appliance: 

1. Open the vSphere client and choose Deploy OVF Template  from the 

File menu. 

2. On the Source  page, click Deploy From File.  

3. Browse to find the LANGuardian virtual appliance (.OVA file). 

4. Review the OVF template details. 

5. Select the datastore in which you want to store the virtual appliance 

and its virtual disk files. 

6. Map the network in the template (VM Network) to a network in your 

inventory. 

7. Review the settings and click Finish  to deploy the virtual machine. 

The vSphere client will load the LANGuardian appliance and install it in the 

ESX server.  

After the installation completes, LANGuardian will appear in a powered-

down state in the vSphere client.  

Initializing t he LANGuardian virtual appliance  
Follow these steps to initialize your newly installed LANGuardian 

appliance: 

1. Open the vSphere client, select your virtual appliance and power it on. 
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2. Click the Console  tab, wait for the virtual appliance to boot and verify 

that it boots correctly. 

3. The command-line interface main menu has options for basic 

administration of the virtual machine. The options that are relevant to 

initial configuration are option 5  (Set IP Address/mask) and option 6  

(Set Default Router):  

4. Select option 5  from the list. Specify the IP address and subnet mask. 

5. Select option 6  from the list. Specify the default gateway address. 

6. Visit the LANGuardian home page at the IP address you specified 

during the installation. You must use the HTTPS protocol. For 

example, if the IP address you specified during the installation is 

192.168.10.200,  the address of your LANGuardian home page will 

be https://192.168.10.200 .  

The first time you log in, LANGuardian displays the Configuration Wizard. 

You will use the wizard to complete your LANGuardian installation and 

begin monitoring traffic data. See Section XXX for more details. 

Setting up local ESX Server monitoring  
You must activate promiscuous mode on the ESX Server virtual switch to 

enable LANGuardian to monitor the internal traffic in your ESX Server 

environment. The steps are as follows: 

1. Open the host settings for the ESX Server and click on the 

Configuration  tab. 

2. Click Properties...  to view the properties for the virtual switch. 

3. Edit the properties, then click on the Security  tab. 

4. Click Accept  from the Promsicuous Mode drop-down list,then click 

on OK. 

LANGuardian will immediately begin monitoring all traffic flowing through 

the vSwitch.  

Setting up external monitoring  
After you install LANGuardian, it will be connected to a network adapter 

in your ESX Server environment. This adapter provides connectivity to the 

web browser user interface. To allow LANGuardian to monitor the raw 

traffic on the network, you must configure a second network adapter, 

because:  

Á Accessing traffic on a SPAN port requires a dedicated network adapter. 
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Á Because of the volume of traffic generated by a spanning session, using 

a dedicated virtual switch and adapter helps to avoid performance 

problems with other virtual machines. 

Follow these steps to create the new virtual switch:  

1. Open the host settings for the ESX Server and click on the 

Configuration tab. 

2. Click on Networking in the Hardware menu, then click Add 

Networking... 

3. In the Add Network Wizard:  

a. Click on Virtual Machine in the list of connection types. 

b. Create a new virtual switch to handle the network traffic for the 

new connection. 

c. Give the new connection a label. 

d. Click on Finish.  

4. The new switch appears in your ESX Server environment and will be 

identified as em1.  

Note:  Sometimes the new switch has a different label, depending on 

how your ESX Server environment is configured ð if you are unsure 

about this, please contact NetFort Technologies Support. 

5. Visit the LANGuardian home page at the IP address you specified 

during the installation. You must use the HTTPS protocol. For 

example, if the IP address you specified during the installation is 

192.168.10.200,  the address of your LANGuardian home page will 

be https://192.168.10.200 .  

The first time you log in, LANGuardian displays the Configuration Wizard. 

You will use the wizard to complete your LANGuardian installation and 

begin monitoring traffic data. See Section XXX for more details. 

Installing in other virtual environments  

You can install LANGuardian in virtual environments other than VMware 

by following the instructions for installing it onto a dedicated PC.  
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Using the  LANGuardian  Configuration Wizard  

After you install LANGuardian from the ISO image, or deploy it as a 

VMware virtual appliance, you can access the user interface with a web 

browser.  

The first time you access the LANGuardian user interface, it displays the 

Configuration Wizard. You will use the wizard to complete your 

LANGuardian installation and begin monitoring traffic data. The steps are 

as follows: 

1. Accept the license agreement 

 

You must accept the license agreement to 

complete the configuration 

 

 

2. Verify the network settings 

 

Verify the network settings that you entered 

when booting the ISO image or deploying the 
VMware appliance. NB. We might want to 

remove this step from the wizard.  

 

 

3. Specify the Home network 

 

In large networks, the Home network setting 

specifies the subnet in which the LANGuardian 

system is located. Do not change this setting 

unless you know what you are doing. 

4. Specify a proxy server for LANGuardian updates 

 

LANGuardian connects to the Internet to keep 

itself up to date by downloading updates from 

the NetFort Technologies website. If your 

nework provides access to the Internet through 

a proxy server, enter the address and port 

number. 



W E L C O M E  T O  L A N G U A R D I A N  

28 

5. Specify the SMTP server to use for email  

 

LANGuardian uses email to send scheduled 

reports to users and issue alerts when specified 

incidents occur or thresholds are breached. 

Enter the address of the SMTP server that 

LANGuardian uses to send email. 

 

6. Set the system clock 

 

You can set the LANGuardian system clock 

manually or you can synchronize it 

automatically with a reference clock on the 

Internet. 

 

7. Set the GUI password 

 

Set the password that you will use to the log on 

to the LANGuardian user interface. 

 

8. Specify Active Directory details 

 

If you plan to integrate LANGuardian with 

Windows Active Directory, enter the details 

here. 

 

9. Review sensor status 

 

Review the sensor status to make sure 

LANGuardian is connected to your network 

and is sniffing traffic. 

 

Click Finish to complete the configuration. LANGuardian will display the 

main dashboard page.  

You are now ready to begin using LANGuardian to monitor activity on 

your network. You may need to modify your switch configuration to 

control what traffic is monitored by LANGuardian. See Chapter 3 for 

information on sending traffic to LANGuardian. See Chapter 4 for 

information on using LANGuardian. 
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Network settings  

E-mail settings  

Rules and alerts  

Sensors 

Integration with Microsoft Windows  

With the optional Identity module enabled, LANGuardian integrates with a 

Microsoft Windows environment to access additional information that it 

incorporates into reports, trends, and dashboards. The Identity module 

provides LANGuardian with: 

Á User names and department information from Active Directory. 

Á Logon and logoff information from the domain controller event logs. 

LANGuardian includes this information in the reports, trends, and 

dashboards that it creates, making them more readable and more useful 

for troubleshooting and monitoring activity on your network. 

Integrating LANGuardian with Windows is a two-part process: 

Á Configure your Windows server to accept connections from 

LANGuardian, return information from Active Directory, and record 

details of every network logon. 

Á Configure LANGuardian to connect to Windows. 

When you complete this process, LANGuardian reports will include details 

from your Windows domain controller.  

Configuring your  Windows server  

To configure your Windows server to work with LANGuardian, you must 

create a LANGuardian-specific account on the Windows domain, give the 

account the required permissions, and enable event log auditing. 

Create a LANGuardian account 

Follow these steps to create a LANGuardian account in the Windows 

domain: 

1. Log on to a domain controller. 

2. Click Start Ą Administrative  Tools Ą Active Directory Users and 

Computers.   

3. Select the domain to which you want to add the LANGuardian user. 

4. Click Users Ą New  Ą User.  
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5. Enter the user account details and password.  

 

Make sure the User must change password at next logon  checkbox 

is left unchecked. 

Configure the account security attributes 

Follow these steps to configure the appropriate security on the 

LANGuardian Windows account: 

1. Click Start Ą Administrative Tools Ą Domain Controller Security 

Policy .  

2. Click Local Policies  Ą User Rights Assignment.  

Make sure this 

checkbox is 

unchecked. 
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3. Add the LANGuardian user account to the policy settings Deny log on 

locally  and Manage auditing and security log.  

 

Double-click each policy name to display its Properties  dialog box. 

4. In the Properties dialog box, click Add User or Groupé and add the 

LANGuardian account to the list of users. 

 

Configure event log auditing 

In a Windows server, the event log records details of all system and user 

activity (events). There are many different types of event, and you can 

configure the Windows server to record only the events that are of 

interest. If you record logon events, LANGuardian can include details of 

user logons in its reports, trends, and dashboards.  

Follow these steps to enable event log auditing: 

1. Click Start Ą Administrative Tools Ą Domain Controller Security 

Policy .  
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2. Click Local Policies  Ą Audit Policy.  

3. Double-click the policy Audit logon events.  

 

4. Check the Succes s checkbox to audit successful logon attempts in the 

event log.  

In a default Windows Server installation, the maximum event log size is set 

to 512 KB. We recommend increasing the size of the security log to 20 

MB.  

Follow these steps to set the maximum event log size: 

1. Click Start Ą Administrative Tools Ą Event Viewer .  

2. Right-click on the Security  log. 

3. Click Properties  on the pop-up menu. 

4. On the General tab, set the Maximum log size  to 20032 MB. 
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5. Under When maximum log size is reached,  click the Overwrite 

events as needed  radio button. 

6. To verify that the Windows domain controller is correctly recording 

logon events, click the Filter  tab and in the Event ID  field, enter the ID 

that matches network logon events on the version of Windows Server 

your domain controller is running: 

If the domain controller is runningé The Event ID isé 

Windows Server 2008 R2 4624 (Logon Event) 

Windows Server 2008 4624 (Logon Event) 

Windows Server 2003 540 (Logon Event)  

672 (Account Logon Event) 

Windows 2000 Server 672 (Account Logon Event)  
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7. Click OK. If the Event Viewer displays some events, your event log 

auditing is configured correctly. 

 

Configuring LANGuardian to connect to Windows  

LANGuardian uses a Windows domain account to authenticate itself and 

query the server for user information and login activity. The domain 

account must have the necessary privileges to access the Active Directory 

global catalog and Windows event logs.  

Follow these steps to integrate LANGuardian with Windows: 

1. Click Configuration  on the Admin istration  menu.  

2. On the Configuration page, scroll down to the section on Identify 

Configuration.  

3. Click Configure support for Active Directory identity logging.  

4. On the Active Directory page, click Add new server.  

5. Click the Enter new credentials  radio button. 

6. LANGuardian displays the Domain contro llers auto discover pag e.  
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Enter the following details: 

╖ User:  the username of the domain account. 

╖ Password: the password for the domain account. 

╖ IP Address:  the address of a domain controller. 

7. Click Search.  LANGuardian will search for and display all Active 

Directory domain controllers in the domain. 

8. Tick the checkbox opposite the name of each controller you want to 

add, then click Save Selected.   

Notes:  

Á We recommend that you add all domain controllers unless you are 

sure that they do not authenticate users. 

Á You may want to consider creating a dedicated account to associate 

your LANGuardian instance with Active Directory. If you do this, 

ensure that the account has the following rights: Deny logon locally  

and Manage auditing and security log.  

Á On your domain controllers, configure the security settings to audit 

logon events. 

Configuring Active Directory advanced settings  

Special system accounts 

User accounts to ignore 
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Connecting to eDirectory  

Connecting to Cisco NAC  
 

Storage management, archiving , and backup 
When LANGuardian is running on your network, it continually generates 

data from traffic analysis and intrusion detection events. It stores the data 

in the proprietary LANGuardian database until a specified upper limit of 

the available locally attached storage space is used. This limit is referred to 
as the high point , and it is set to 80% of the available storage. 

The remaining 20% of locally attached storage is used to store database 

archives. When the database size reaches the high point, LANGuardian 

frees storage space by creating an archive of the oldest data and purging it 

from the database until a specified lower limit of the available storage is 

reached. This limit is referred to as the low point , and it is set to 50% of 

the available storage.  

LANGuardian will create an archive automatically when the database size 

reaches the high point. You can download the archives manually for offline 

storage, or you can configure LANGuardian to automatically to export 

them, via FTP, to another location on the network for long-term storage. If 

you do not download the archives or export them via FTP, the storage 

space allocated to archives will eventually fill up. When that happens, 

LANGuardian will delete the oldest archives when it needs to make space 

available for newer ones. 

Each time LANGuardian creates a new database archive, it notifies the 

system administrator by mail. The mail includes a link to the archive so that 

they administrator can download it and store it externally. Archives are 

created as compressed tar files and have the file extension .tar.gz.   

Configuring automatic database archive export  

Follow these steps to configure automatic exporting of database archives: 

1. Click Configuration on the Administration  menu.  

2. On the Configuration page, scroll down to the section on Archives.  

Click Export a LANGuardian database archive.  

3. LANGuardian displays the Download DB Archive page. 
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Enter the following details: 

Á The IP address of the FTP server on which you want to store the 

archives. 

Á Path to backup folder 

Á User name 

Á Password 

Á Email address to which notifications will be sent. 

Á Connection type ð standard FTP or secure FTP. 

4. Click Save.  

Each time the database storage reaches the high point, LANGuardian will 

create an archive, export it to the specified FTP location, and send an email 

to the specified address. 

Manually downloading archives  

If you do not specify an FTP address on the Download DB Archive  page, 

LANGuardian will create archives in its own locally attached storage.  

The Download DB Archive  page includes a list of available archives. The 

archive file name indicates the time period covered by each archive. 

To download an archive, right-click on the link and save the file to your 

computer or a network location. 
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Importing database archives  

If you want to analyze network traffic data that is no longer available 

online, you can import archived data back into LANGuardian. This feature 

is useful in situations where you need to investigate past events such as file 

deletions, database transactions, or Internet downloads. 

Some of the information that LANGuardian includes in database archives 

can change between the time a database is exported and the time it is 

imported back into LANGuardian (for example, a computer might have an 
upgraded operating system, or an IP address might resolve to a different 

hostname). Because of this, when LANGuardian creates a database archive, 

it supplements the traffic data with additional information that enables it to 

accurately report on the state of the network at the time of archive 

creation. This additional information can, when imported back into 

LANGuardian, conflict with the corresponding information on the live 

system.  

To prevent this from happening, LANGuardian allows you to choose which 

items of additional information to import when you import a database 

archive. We recommend that you include only the information that is 

relevant to the analysis you want to perform on the imported data. 

Follow these steps to import a database archive: 

1. Click Configuration on the Administratio n menu.  

2. On the Configuration page, scroll down to the section on Archives.  

Click Import  a LANGuardian database archive.  

3. LANGuardian displays the Import LANGuardian Data  page. 
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4. Check the boxes to select the additional data items you want to 

include in the import. 

5. Click the Browse button and select the archive you want to import.  

6. Click Upload LANGuardian Archive to complete the import. 

After you import the data, it will become available through the 

LANGuardian user interface and be included in all of the existing 

dashboards, reports, and trends. If you want to focus specifically on the 
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imported data, you might need to create custom reports that focus on the 

dates covered by the archive. 

Customizing the database high point and low point  
In a default LANGuardian installation, the database high point is set to 80% 

of the available disk space and the low point is set to 50%. These have been 

shown to be the optimal values for typical networks where the available 

storage is well matched to the amount of traffic on the network. In rare 

situations, LANGuardian can benefit from changes to the high and low 

points. It is not possible to change these values through the user interface. 

Please contact NetFort Technologies Technical Support if you think the 

values need to be changed for your network. 
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Sending traffic to 

LANGuardian  

Port mirroring  

Flow traffic  

Configuring your network switch  

Cisco 

HP 

Netgear  

Nortel  

Other switches  

Chapter  

3 
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Using LANGuardian  

LANGuardian has a browser-based user interface that is pre-

configured with a number of dashboards and reports, which 

instantly provide you with detailed information about activity on 

your network. You can customize the dashboards and create your 

own reports to create a network monitoring solution that is 

tailored to your specif ic needs. 

Logging on for the first time  

When you install LANGuardian, you specify an IP address to be used for 

the management interface. To log on to LANGuardian, enter this address 

in your web browser. For example, if the IP address is 192.168.200.2, the 

address to enter in your browser is: 

https://192.168.200.2/  

 

When you first log on to LANGuardian you must log on with the 

username Administrator. The initial password is Administrator.  

Chapter  

4 
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After you log on, you will see the default home page. See the example 

below.  

 

The main components of the user interface are as follows: 

¬ The home page is laid out in a number of dashboards. To display a dashboard, 

click on its title tab.  

To add or delete dashboards, or to modify their contents, click Edit.  

­ Each dashboard is made up of columns, and the columns contain report 

summaries. You can see the detail of a report by clicking on the arrow at the 

right of the report title bar: 

 

You can change the order in which the reports are presented on the dashboard 

by clicking on the title bar and dragging it to a new location. 

® The left-hand navigation menu is another way to access detailed 

LANGuardian reports. If a report is not displayed on the dashboard you 

can access it using this menu.  

 ̄ Use the Administration menu to configure your LANGuardian installation.  

° Use the Search box to quickly access LANGuardian reports and to find 

network events associated with a specific user or IP address. 

All LANGuardian features are described in more detail in the following 

sections of this guide. 

¬ 
­ ® 

 ̄

° 

Click to view the 

full report. 








































